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The Big Picture

The Braid Group

At the center of a crypto system is a mathematical
trapdoor, that is, a computational problem that is
easy to do in one direction (encryption) but hard
to reverse (decryption). A good example is integer multiplication: it is easy to multiply, but hard
to factor. The security of classical crypto systems
based on number factoring and related problems
has various weaknesses. Mathematicians search
for trapdoors that involve computations in noncommutative structures that provide more security in crypto systems. One such problem is the
conjugacy problem in group theory.

The elements of the braid group Bn are n-stranded
braids. We multiply braids by concatenation. The
braid group has a presentation

Key Exchange Protocols Based on
the Conjugacy Problem
A key exchange protocol is a procedure by which
Alice and Bob can establish a common secret encryption key. The protocol works as follows: Let
A and B be subgroups of some group G and A =
{a1, ..., ak } ⊆ A and B = {b1, ..., bl} ⊆ B be subsets. This information is public, A and A , B and
B are posted on Alice’ and Bob’s homepage, respectively. Alice choses a word α in the ai, i = 1, ..., k
and Bob choses a word β in the bj , j = 1, ..., l.
The elements α ∈ A and β ∈ B are Alice’ and
Bob’s private keys. Alice sends Bob the set of conjugates {αb1α−1, ..., αblα−1} and Bob send Alice the
set of conjugates {βa1β −1, ..., βak β −1}. Alice can
then compute βαβ −1 by replacing every ai in the
word α by βaiβ −1. Similarly, Bob can compute
−1
αβα . Alice now computes the secret encryption
key K = (βαβ −1)α−1 and Bob computes the secret
0
−1 −1 −1
encryption key K = ((αβα )β ) . Note that
K = K 0. An eavesdropper only sees the ai and the
conjugates βaiβ −1, but not the conjugator β. He
only sees the bj and the conjugates αbj α−1, but not
the conjugator α. Thus, the eavesdropper will have
to solve the conjugacy search problem in A and B in
order to construct the secret encryption key K.

hσ1, ..., σn−1 | σiσi+1σi = σi+1σiσi+1, σiσj = σj σii,
where i = 1, ..., n−2 and j = 1, ..., n−1, |i−j| > 1.

Figure 1: braid generators

The Conjugacy Problem
Let G be a group. The conjugacy problem in G
states: given g1, g2 ∈ G, decide if they are conjugate, that is, if there is a group element g so that
g2 = gg1g −1. The conjugacy search problem states:
Given two elements g1 and g2 that are conjugate in
G, find the conjugator g. These problems depend on
how the group G is given. Most commonly G is given
by a presentation hx1, ...xn | r1, ..., rmi, where the xi
generate the group and the rj are relations that hold
among the generators. For our project we studied the
conjugacy problem in the braid group.

Conjugacy Problem Algorithms in
the Braid Groups
In 1969 F. Garside found an algorithm for solving the
conjugacy problem in braid groups. His algorithm
is inefficient, it does not run in polynomial time. In
1988 W. P. Thurston proved that the braid groups are
automatic. This insight provided another approach
to solving the conjugacy problem, but his algorithm
is equally complex. It is not known to this day if
there is an efficient algorithm that does the job. This
makes braid groups interesting from a cryptography
viewpoint.
The braid group B3 is special in many ways. Garside’s
and Thurston’s algorithms remain inefficient even in
case n = 3, but we found algorithms that solve the
conjugacy problem in B3 in linear time.

Figure 2: multiplication of two braids
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l
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Word problem with unique Graside normal form O(l)
Word problem with Thurston left normal form O(l2)

Word problem with Artin combing

O(3 ) O(3 )

Do any of the special properties of B3 carry over to
Bn, n > 3? Can geometric ideas be applied to study
Bn? For which n is Bn non-positively curved? B4
and B5 are known to be non-positively curved. Can
this be used for the design of efficient algorithms for
the conjugacy problem?
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The standard algoithms by Garside and Thurston
do not provide efficient solutions for solving the
conjugacy problem in braid groups, not even in
the three strand braid group B3. However, we have
found other algorithms that provide linear time solutions for both the word and conjugacy problems
in B3. These algorithms rely on special combinatorial and topological features of B3.The table
below summarizes our findings so far. The table
also lists findings concerning the word problem,
which is a special case of the conjugacy problem.
The word problem asks: given a word w expressed
in the generators of a group G, does it presents
the trivial element in G?
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