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Group Generated

General Cryptosystems

Definition
A cryptosystem is an ordered 4-tuple (M, C, K, T ) whereM, C, and K
are called the message space, the ciphertext space, and the key space
respectively, and where T :M×K → C is a transformation such that for
each k ∈ K, the mapping T [k] :M→ C, called an encryption
transformation, is invertible.

For any cryptosystem Π = (M, C, K, T ), let TΠ = {T [k] : k ∈ K} be the
set of all encryption transformations.

Definition
The symbol G = 〈TΠ〉 denotes group that is generated by the set TΠ.
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Group Generated

Group Generated by One Round Function

Definition
Let T [k] denote the round function of the cipher under the key k ∈ K,
where K denotes the set of all round keys.

Definition
Let L = {T [k]|k ∈ K} be the set of all round functions.

Definition
We denote GT = 〈{T [k]|k ∈ K}〉 generated by these permutations.
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Group Generated

Key Schedule

Definition
An s-round cipher has key schedule KS : K → Ks so that any key k ∈ K
produces a set of subkeys ki ∈ K, 1 ≤ i ≤ s.

Definition
The group GsT = 〈T [ks]T [ks−1] · · ·T [k1]|ki ∈ K〉 is the group generated by
s round functions (independently chosen).
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Group Generated

Relation between these groups

GT = 〈T [k]|k ∈ K〉

GsT = 〈T [ks]T [ks−1] · · ·T [k1]|ki ∈ K〉

G = 〈T [ks]T [ks−1] · · ·T [k1]|KS(k) = (k1, k2, · · · , ks)〉

G = 〈TΠ〉

G ⊂ GsT E GT
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Group Generated

Primitivity

Definition
Recall that a group action on a set V is transitive if

∀x, y ∈ V, ∃g ∈ G s.t. xg = y.

Definition
A transitive group G is imprimitive in its action on V if there exists a
non-trivial partition B of V (i.e. B 6= {V }, B 6= {{v} | v ∈ V }) such that
Bg ∈ B, ∀B ∈ B and ∀g ∈ G. We call such a B a block system for G. A
group action is primitive if it is not imprimitive.
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Group Generated

Examples of Block Systems

Example
T (Zn), the group of translations on Zn, where x 7→ a+ x (mod n) has as
many block systems as there are factorizations of n into two integers a and
b, both greater than 1.

Example
The subgroup of the symmetric group on S = {1, 2, 3, 4}, 〈σ〉, where
σ = (1234), is imprimitive. A block system B is {{1, 3}, {2, 4}}.
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Questions and Notation

Our Questions

I Is the set of encryption functions a group?

I When is the group generated transitive?
I When is the group generated primitive?
I When is the group generated by the encryption functions the

symmetric or alternating group?
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Questions and Notation

Notation

I Message Space: r,m, n ∈ Z+,M = GF(prmn) ∼= (GF(pr))mn

I Internal Representation: t : (GF(pr))mn →Mm,n(GF(pr))

t : [a1, . . . , amn] 7→


a1 a2 . . . an
an+1 an+2 . . . a2n
...

...
. . .

...
a(m−1)n a(m−1)n+1 . . . amn

 .
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Previous Results

Theorem
Let C be a translation-based cipher over Fq, and suppose that the h-th
round is proper. If each brick of γh is
1. weakly pr-uniform, and
2. strongly r-anti-invariant

then the group generated by C is primitive.
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Previous Results

Theorem
Let C be a translation-based cipher such that
1. C satisfies the hypotheses of the above theorem, and
2. for all 0 6= a ∈ Vi, {(x+ a)γi − xγi|x ∈ Vi} is not a coset of a

subgroup of Vi
then the group generated by C is either Alt(V) or Sym(V).

R. Aragona, A. Caranti, F. Dalla Volta, and M. Sala, On the group generated by round functions of translation

based ciphers over arbitrary finite fields, Elsevier, (2013).
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Definitions

Definition
An element γ ∈ Sym(V ) is called a bricklayer transformation with respect
to V = V1 ⊕ · · · ⊕ Vn if γ acts on an element v = v1 + · · ·+ vn with
vi ∈ Vi as vγ = v1γ1 + · · ·+ vnγn for some γi ∈ Sym(V ).
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Definitions

Definition
Let ψ ∈ GL(V ) be a linear map. Then ψ is called a mixing layer. If ψ
leaves no sum ⊕Vi invariant, then ψ is called a proper mixing layer.
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Definitions

I Key Schedule: KS : K → Ks.
I Key Mapping: φ(k, h) : K × {1, . . . , s} →M.

I In both cases the key k is called the master key.
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Definitions

A block cipher C = {τk : k ∈ K} over Fq is translation based (tb) if

1. each τk is the composition of h round functions τk,h, and h =
1, . . . , s where in turn each round function can be written as a
composition σφ(k,h) ◦ψh ◦γh of three permutations of V , where

I γh is a bricklayer transformation not depending on k and with 0γh = 0,
I ψh is a linear transformation not depending on k,
I φ : K × {1, . . . , s} → V is the key schedule

2. for one round h0

I ψh0 is a proper mixing layer, and
I the map K → V by k 7→ φ(k, h0) is surjective on V .
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AES as a tb cipher

AES as a tb cipher

For reference a single round of AES is the following composition of
functions:

σk ◦ ρ ◦ π ◦ λ

Recall, our definition of tb cipher had three components:

I A bricklayer transformation.
I A mixing layer.
I A surjective key schedule.

Cryptography: Key Issues in Security



Introduction Translation Based Ciphers Advanced Encryption Standard (AES) Results Conclusions

AES as a tb cipher

AES as a tb cipher

For reference a single round of AES is the following composition of
functions:

σk ◦ ρ ◦ π ◦ λ

Recall, our definition of tb cipher had three components:
I A bricklayer transformation.

I A mixing layer.
I A surjective key schedule.

Cryptography: Key Issues in Security



Introduction Translation Based Ciphers Advanced Encryption Standard (AES) Results Conclusions

AES as a tb cipher

AES as a tb cipher

For reference a single round of AES is the following composition of
functions:

σk ◦ ρ ◦ π ◦ λ

Recall, our definition of tb cipher had three components:
I A bricklayer transformation.
I A mixing layer.

I A surjective key schedule.

Cryptography: Key Issues in Security



Introduction Translation Based Ciphers Advanced Encryption Standard (AES) Results Conclusions

AES as a tb cipher

AES as a tb cipher

For reference a single round of AES is the following composition of
functions:

σk ◦ ρ ◦ π ◦ λ

Recall, our definition of tb cipher had three components:
I A bricklayer transformation.
I A mixing layer.
I A surjective key schedule.

Cryptography: Key Issues in Security



Introduction Translation Based Ciphers Advanced Encryption Standard (AES) Results Conclusions

AES as a tb cipher

SubBytes, λ
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AES as a tb cipher

ShiftRows, π

a15

a11

a7

a3

a14

a10

a6

a2

a13

a9

a5

a1

a12

a8

a4

a0 shift c0

shift c1

shift c2

shift c3 a12

a9

a6

a3

a15

a8

a5

a2

a14

a11

a4

a1

a13

a10

a7

a0

Cryptography: Key Issues in Security



Introduction Translation Based Ciphers Advanced Encryption Standard (AES) Results Conclusions

AES as a tb cipher

MixColumns, ρ
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AES as a tb cipher

AddRoundKey, σk
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Proper Mixing Layer

Proper Mixing Layer

Definition
A linear map ψ is a proper mixing layer if it leaves no nontrivial, nonzero
subspace W of V invariant, where W =

⊕
i∈I Vi,

V =Mm,n(GF(pr)) = V1 ⊕ · · · ⊕ Vmn, and I ( {1, . . . ,mn}.
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Proper Mixing Layer

ShiftRows Conditions

Theorem
The composition ρ ◦ π is a proper mixing layer if and only if ρ properly
mixes columns and for all k ∈ (1, . . . , n− 1), there exists some ci such that
ja · ca + · · ·+ jb · cb ≡n k for ji ∈ N.
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Proper Mixing Layer

MixColumns Conditions

Theorem
Let C ∈Mm,mGF (pr) be a circulant matrix with first row [c1, c2, . . . , cm]
such that the only nonzero terms are indexed ci+1 for
i ∈ I = {α1, α2, . . . , αk}. Then C is a proper mixing matrix if and only if
< I >= Zm.

Example
Example on Board
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Non-Surjective Key Schedule

Non-Surjective Key Schedules

I Instead of surjectivity, we actually need T (V ) ⊂ 〈Ts[k] : k ∈ K〉.

Theorem
If the key mapping function is onto a set of generators and the zero key,
then T (V ) ⊂ 〈Ts[k] : k ∈ K〉.

Conjecture
If Ts[k] is a generlized AES cipher with a proper mixing layer than the
converse holds.
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Implications and future work

I Analyze existing hash functions based on AES.

I Construct future ciphers over more complicated fields.
I Prove the Non-surjectivity conjecture.
I Analyze the effects of using a Mixing Matrix with zero entries.
I Analyze the effects of using a key schedule surjective onto generators.
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