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Passwords Are Everywhere!

Computers
*Bank
*\Websites

- *ATM




Password Weaknesses

Small Space (ASCII)

*Poorly Chosen

‘Reused

-Stored Insecure
hans!




Password Attacks

Dictionary

*Personal Info

*Rainbow Table

-Brute-Force ™,

torage (Rewsing passwords)




Password Space

(US Keyboard)

*Single Case: 26

*Mixed Case: 52

*Mixed Alphanumeric: 62

*All characters'en US Keyboard: 88




Password Strength

More Characters vs Longer

*Single Case, 8 characters:
26"8=208827064576

‘Mixed Case: 52"8=53459728531456

*Single Case, 10
Qaracters:26°102141167095653376

1 be careful of

o Q

dictionary



Brute-Force/Rainbow Attack

Computers can brute-force passwords very
quickly!
*Rainbow attack even quicker (seconds)

Solutions: _
Add time complexi

(Iterations)
mbow and Dictionary



Salt

*Hash function: h(v) —» R

«Just using hash function is bad because
h(v) — R for same v! Imagine n users with
the same password.

*Instead, add a‘tandom and public salt:

—




Multiple Iterations
*Hash function: h(v) —» R

«Just using hash function is bad because
h(v1) ... h(vN) can be calculated quickly for
brute-force.

*Instead, hash "‘-any timeS'




Recommendations

«Salt: 64 bits, which is a string of length 10 If
using 88 printable characters 88710

[terations: At least 1000




Creating Encryption Key From
Password

PBKDF2 (P, S, ¢, dkLen) — O
P — password

S — salt

«C — jteration count
*0Rken.— length of ke




Creating Encryption Key From
Password

Password-Based Key Derivation Function
PBKDF2 (P, S, ¢, dkLen) — O

P — password

S — salt %
iieration count

o(




Creating Encryption Key From
Password
* | = CEIL (dkLen / hLen)
« r=dkLen-(I-1) * hLen
* hLen is output length of hash function
T1=F(P,Syc,1), T2=F (P, S, c, 2),
= F (P, S, ™




JavaSE

* Don't worry, Java makes it easy!

« Java has built-in support for security and
cryptography

* Supports many algorithms through Java

Cryptography Axchitecture (JCA) and Java

N _.. ar=) »:5-




Conclusions

« Java makes it easy to hash password and
to use password based encryption.

« Store passwords hashed with salts and
recompute the hash to verify users at
login.

e PBKDF2 when created



More Information and
References
* http://www.ietf.org/rfc/rfc2898.txt

* http://seclists.org/basics/2008/Jul/207

alchemy.net/2009/10/pa

o 9://news.electric
| hel-part-5.html




~Thank You!
Questions?



